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Abstract
Multi-Scalar Multiplication is a critical operation in most pairing-based zero-knowledge proofs. In a lot of studies, memory
limitations have often been reported to be the primary bottleneck preventing the calculation of larger MSMs. In this paper,
we are particularly interested in the acceleration of this operation on devices with limited memory. Pippenger’s algorithm
(also known as bucket method) is the most efficient and, consequently, the most widely used method to calculate Multi-
Scalar Multiplications. We propose an optimization of Pippenger’s algorithm which is at least as efficient as the original, and
significantly more effective when operating under limited memory. The main idea is to use an adapted number of buckets
depending on the available memory instead of 2w − 1. We conducted tests on the curve BLS12-381 with Multi-Scalar
Multiplications ranging from 28 to 214 points. The results obtained demonstrate that we have a very significant gain (up
to 40%) for very limited memories. This gain gradually decreases as more memory becomes available, until we achieve
performance comparable to Pippenger’s once memory is no longer limited. For example, in a Multi-Scalar Multiplication
with 213 points, we observe a gain of 40% with only 1 KB of memory, 20% with 15 KB, 15% with 35 KB, and so on, down
to be equivalent to Pippenger’s algorithm once memory is no longer a constraint.

Keywords Multi-scalar Multiplication · Pippenger algorithm · Bucket method · zk-SNARK

1 Introduction

The concept of zero-knowledge proofs (ZKPs) was intro-
duced by Goldwasser, Micali, and Rackoff in 1985. It allows
one party (the prover) to convince another party (the veri-
fier) that a statement is true without revealing any additional
information. One of the most practical and efficient vari-
ants of ZKPs is the zero-knowledge succinct non-interactive
argument of knowledge (zk-SNARK) [7]. Zk-SNARKs offer
short proofs and quick verification times, making them well-
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suited for a wide range of applications, including blockchain
technologies [3, 6, 15] and verifiable computation [8, 25].

Today, most zk-SNARKs constructions rely on elliptic
curves for both proof generation and verification. While
highly efficient, zk-SNARKs still impose significant com-
putational demands, particularly during the proof generation
phase. The primary bottleneck in the proving process is the
Multi-Scalar Multiplication (MSM) operation [1, 14, 24],
which accounts for approximately 70% of the total proving
time. Given n points P1, · · · , Pn and n scalars a1, · · · , an ,
MSM is the operation

∑n
i=1 ai Pi . In zk-SNARKs applica-

tions,we are interested inMSMwith n ≥ 210 [24]. Aswe just
said,MSMoften dominates the cost of zero-knowledge proof
generation and verification, particularly in zk-SNARK and
pairing-based systems. This is why optimizations of MSM
are a major focus of recent research [14, 23, 24]. While
most state-of-the-art algorithms, such as Pippenger’s algo-
rithm [26], achieve excellent asymptotic performance, the
amount of available memory (principally dedicated to the
storing of intermediate buckets) strongly limits the over-
all efficiency of these algorithms on memory-constrained
devices. Research are conducted to implement cryptographic
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proofs on memory-limited embedded and IoT systems, and
research prototypes show that zero-knowledge proofs can
be executed on constrained hardware with careful optimiza-
tions of the algorithms [28]. In such environments, where
available working memory may be only tens of kilobytes,
Pippenger’s algorithm either must severely reduce its win-
dow (and then its bucket number) or cannot be used at all. If
the MSMs are relatively small, algorithms such as Straus’s
algorithm [31] or the Bos-Coster algorithm [18] can be used
because they don’t require too much memory [12]. How-
ever, for larger MSMs, Pippenger’s algorithm is generally
preferable [11]. The algorithmwe propose in this paper could
therefore enable Pippenger’s algorithm in ZKPs on devices
that previously could not support it, for example, lightweight
embedded systems performing proofs.

1.1 Related results

The most natural method for performing scalar multiplica-
tion of a point on an elliptic curve is the double-and-add
algorithm. However, in the context of Multi-Scalar Mul-
tiplication, the bucket method introduced by Pippenger
[26] remains by far the most efficient and widely adopted
approach. The core idea of this algorithm is to decompose the
scalars into w-bit windows and then assign the correspond-
ing points to buckets according to the value of the w-bits.
w is a free parameter left to the user’s choice. The larger
w is, the more buckets there will be (2w − 1), and conse-
quently, the more memory will be used. It is also important
to note that for each MSM size, there is an optimal win-
dow 2 ≤ w ≤ log2(n) (where n is the number of points in
the MSM) that minimizes the number of operations on the
curve. Finally, a double-and-add type procedure is applied to
combine the contributions of all buckets, yielding the desired
result.

In order to improve the efficiency of this algorithm, several
directions have been explored. First, different representations
of elliptic curves (such as the twisted Edwards form, for
example), and the use of alternative coordinate systems (e.g.,
Jacobian, projective, or extended coordinates) can signifi-
cantly decrease the number of required field operations, for
instance, by avoiding costly modular inversions. However,
some of these representations entail considerable memory
requirements in the context of large-scale MSMs. For exam-
ple, while extended coordinates on twisted Edwards curves
[9] allow faster arithmetic on the curve, they require the
storage of four field elements to represent a single point,
compared to only three in projective coordinates. Then, a
lot of very clever optimizations have been proposed [14, 22,
24]. One of the first was to use a signed representation of
the scalars to reduce the number of buckets by half in each
window. By doing that, it allows to reduce significantly the

memory used during the algorithm and also the complexity
of the bucket aggregation step.

Nevertheless, when performing MSMs over millions of
points, memory consumption remains the primary bottle-
neck. Achieving state of the art performance while signif-
icantly reducing memory usage constitutes the central focus
of our work. As we show in section 3.2.4, the first naive
approach of Pippenger’s algorithm implied to generate all the
� b
w

�×(2w−1) buckets from the beginning. It was obviously
not the better idea, so the first idea to reduce memory foot-
print is to generate the sets of buckets in succession. For each
window, only materialize the buckets that actually receive
contributions, process them, and reuse the same memory for
the nextwindow.Bydoing that, the temporarymemory scales
with the number of non-empty buckets instead of the theoret-
ical maximum: 2w−1 buckets. Then the idea of using 2-NAF
representation emerged. Using it to represent directly the
scalars was useless, but using it after partitioning the scalars
into w-bits allows to divide the number of buckets by two
and then, save a lot of memory (from 2w − 1 to 2w−1 buck-
ets for each window). The trick is explained more in details
in section 3.2.6. These two variants are totally compatibles
with parallelization, just as our proposition, explained in the
following section.

1.2 Our contribution

As we just said, memory optimization appears to be a critical
factor in the execution of large-scale MSMs. As noted in the
Abstract, in many studies [14, 24, 27], memory limitations
have often been reported to be the primary constraint prevent-
ing the calculation of larger MSMs. This is why we present a
variant of Pippenger’s algorithm (AdaptiveSetBucket, Algo-
rithm 4), which is more efficient than the original one for
computing MSMs on devices with limited memory. The
main idea is that if we cannot choose the optimal window w

because storing 2w−1 buckets exceeds thememory capacity,
we instead use a smaller number of buckets that do not depend
on w. To perform our tests, we use the curve BLS12-381 as
it is a widely used elliptic curve in zk-SNARK construc-
tions. Based on the RELIC library [2] and with points in
projective coordinates, we achieve gains of up 40% in certain
cases, particularly under severely constrained memory con-
ditions. However, it is important to note that our optimization
is independent of the chosen curve or the coordinate system
of the points. We also tested our algorithmwith other coordi-
nate systems (for example, extended coordinates on twisted
Edwards curves) and obtained very similar results to those
presented in section 4.2. These parameterswere selected only
to allow comparisonwith other implementations. For the pre-
sentation of our results, we did not account for the storage
of points and scalars, since this cost is identical across all
implementations. Instead, we only considered the memory
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consumed within the algorithm itself, primarily for storing
the buckets. Moreover, as some studies report that points
can be stored in a separate memory space [1], we chose this
approach to provide more representative results.

1.3 Outline of the paper

First, we recall some definitions about elliptic curves in
Subsection 2.1 and give a formal definition of Multi-Scalar
Multiplication in Subsection 2.2. Then we move to Section
3, where we give a quick explanation of Straus’s algorithm
and a complete overview of Pippenger’s algorithm with a
detailed explanation of the different steps. To end with this
part, we give a pseudocode of Pippenger’s algorithm in Sub-
section 3.2.4 followed by a calculation of its computational
complexity and, finally a description of the signed version
of Pippenger’s algorithm. In Section 4, we propose our
optimization of Pippenger’s algorithm designed formemory-
constrained devices, and then expose the results we obtained
in comparison to Pippenger’s algorithm in Subsection 4.2.

2 Background

2.1 Elliptic curves

In this section, we present the elliptic curve operations that
are relevant for efficient implementations. For amoredetailed
explanation, the reader may refer to [17].

Depending on cryptographic protocols, various types of
elliptic curves and coordinate systems are used. A point in
affine coordinates can be represented with two field elements
(x, y) that satisfy an elliptic curve equation y2 = x3+ax+b.
To improve efficiency, many coordinate systems have been
invented. For example, projective coordinates are represented
by three coordinates X ,Y , Z with x = X/Z , y = Y/Z . Pro-
jective coordinates are very common and often used in this
type of operations. We have therefore chosen to perform our
tests using them. However, there are many coordinate sys-
tems, some allow operations to be performedmore efficiently
but often require more memory. If we refer to the Explicit-
Formulas Database [13], we can see that elliptic curves in
twisted Edward formwith extended coordinates (with a = 1)
[10] have the lowest costs for elliptic curve operations. This
form of elliptic curve is thus preferred for computations of
large MSMs [14]. For a detailed list of the different curves
and coordinates, we refer to the Explicit-Formulas Database
[13]. If P, Q are two points in the same coordinate system
with P �= Q, we will denote ADD the operation P + Q and
DBL the operation 2P . On the other hand, if P, Q are two
points, one in affine coordinates and the other in a different
coordinate system, with P �= Q, we will denoteMADD (for
Mixed ADDition) the operation P + Q.

For testing and comparisons, we take the example of
BLS12-381 as it is a widely used curve in cryptographic
protocols, especially in zk-SNARKs protocols. BLS12-381
[15] is the curve defined by E : y2 = x3+4. To support pair-
ings operations, this elliptic curve is defined over two fields
: the base field Fp and the extension field Fp2 . However, in
this paper, we only consider the curve defined over Fp (with
p = 2381 − 19), since MSM is performed in the subgroup
G ⊂ E(Fp). This elliptic curve belongs to the BLS (Barreto-
Lynn-Scott) family of curves that are all pairing-friendly [5].
The group E(Fp) has order q×r and in the followingGwill
constantly refer to the subgroup of order q (which is a 255-bit
prime) in E(Fp). As we said in the previous paragraph, we
use projective coordinates to represent the resulting points
(that are the result of an operation). The corresponding costs
for the curve operations performed in this coordinate system,
assuming that one modular squaring (S) is equivalent to 0.8
modular multiplication (M), are: 1ADD= 12M, 1MADD=
10.6M and 1DBL = 7M.

2.2 Multi-scalar multiplication

Multi-Scalar Multiplication is one of the fundamental opera-
tions in elliptic curve cryptography. It is based on calculating
the sum of several multiplications of elliptic curve points
by scalars. Given G ⊆ E

(
Fp

)
, a subgroup of order q

(with bit size b), consider P1, . . . , Pn ∈ G as n points, and
a1, . . . , an ∈ Fq as n scalars, the goal is to compute:

R = ∑n
i=1 ai Pi = a1P1 + a2P2 + · · · + an Pn

What will primarily concern us in this paper is the use of
MSMwhen n is large. Themost commonmethod to calculate
MSM efficiently is Pippenger’s algorithm.

3 Multi-scalar multiplication algorithms

3.1 Straus’s algorithm

Straus’s method [31], also known as Shamir’s trick, is one
of the earliest algorithms for Multi-Scalar Multiplication.
It only requires O(1) memory [4] during the execution of
the algorithm, unlike Pippenger’s algorithm which requires
O(2w). However, we have to precompute some points (pre-
cisely 2nw points), which is not necessary in Pippenger’s
algorithm. That is why this method is not suitable for large
n, because the precomputation part would be enormous.

First, we choose a small integer window w (as in Pip-
penger’s algorithm) and divide each scalar ai (in its binary
form) into

⌈ b
w

⌉
parts ai, j with j = 1, . . . ,

⌈ b
w

⌉
. Then, we

precompute all the possible linear combinations and create a
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table T :

T =
{
b1P1 + b2P2 + · · · + bn Pn

∣
∣
∣ 0 ≤ bi ≤ 2w − 1

with i = 1, · · · , n
}

Remark 1 As we said before, this precomputation table T
(with 2nw points) is exponentially large and quickly becomes
impossible to store as the size of n increases.

At the j-th step of the algorithm, the accumulator R is
multiplied by 2w, and the precomputed value

∑n
i=1 ai, j Pi is

added directly to R. Since additions are performed immedi-
ately, no buckets are stored. This method is efficient for small
MSMs (e.g. signature verification), but it is outperformed by
Pippenger’s algorithm for large-scale computations.

Algorithm 1 Straus’s Multi-Scalar Multiplication
Require: A scalar vector a = (a1, . . . , an) and the precomputed table

T
Ensure: R = ∑n

i=1 ai Pi
1: R ← 0E � Initialize R
2: for j = �b/w� − 1 down to 0 do
3: R ← 2wR � Perform w doublings
4: R ← R + Tj � Tj is the precomputed linear combination of the

points corresponding to the w bits of the window at iteration j
5: end for
6: return R

There exists a variant of Straus’s algorithmwhich requires
a smaller precomputation table (with only n(2w −1) points):

P =
{
bi Pi

∣
∣
∣ 1 ≤ bi ≤ 2w − 1 with i = 1, · · · , n

}

At j-th step, we add together the precomputed points ai, j Pi
for i = 1, · · · , n to obtain

∑n
i=1 ai, j Pi that we add to R.

This variant saves some storage space but we will see in the
following part that more recent methods such as Pippenger’s
algorithm scale better for large MSMs.

3.2 Pippenger’s algorithm

The bucket method [26] invented by Pippenger in 1976 is the
most efficient technique to calculate the MSM, particularly
when dealing with a large number of points. The algorithm
we propose in Section 4.1 is strongly inspired by Pippenger’s
algorithm. Our exposition of Pippenger’s algorithm follows
the description given by Botrel and El Housni in [14], which
provides a clear presentation. The core idea of Pippenger’s
algorithm is to decompose theMSM into smaller,more easily
computable MSMs and then combine the results from these
smaller MSMs to obtain the final result. Now, let us see how
to put this into practice.

3.2.1 Step 1: Reduce the MSM into several smaller MSMs

First, we choose a windoww ≤ b and write each scalar ai in
binary form. Then, we divide each ai into

⌈ b
w

⌉
parts ai, j with

j = 1, . . . ,
⌈ b
w

⌉
. In the second part of this method, we will

use theseai, j as bucket indexes. From this decomposition,we
can construct

⌈ b
w

⌉
smallerMSMsMj , for j ∈ �1, . . . ,

⌈ b
w

⌉
�.

∀ j ∈ �1, . . . , �b/w��,Mj =
n∑

i=1

ai, j Pi . (1)

Example 1 Let P1, P2, P3 three points in G, a1, a2, a3 three
scalars which are respectively equals to 187, 201, 138.

• We choose w = 3 < b = 8 as a window.
• We write each scalar a1 = 187, a2 = 201, a3 = 138
in binary form and partition each into � 8

3� = 3 parts of
length w.

a1 = ( 10︸︷︷︸
2

, 111︸︷︷︸
7

, 011︸︷︷︸
3

), a2 = ( 11︸︷︷︸
3

, 001︸︷︷︸
1

, 001︸︷︷︸
1

), a3 =
( 10︸︷︷︸

2

, 001︸︷︷︸
1

, 010︸︷︷︸
2

)

a1 = (2, 7, 3) , a2 = (3, 1, 1) , a3 = (2, 1, 2)

• We construct
⌈ b
w

⌉ = ⌈ 8
3

⌉ = 3 smaller MSMs Mj from
the partitioned scalars:

M1 = 2P1 + 3P2 + 2P3

M2 = 7P1 + 1P2 + 1P3

M3 = 3P1 + 1P2 + 2P3

3.2.2 Step 2: Efficiently solve these smaller MSMs

Now,we solve these smallMSMs by grouping the points into
2w − 1 buckets (initialized with points at infinity) for each
Mj . To do so, for each i ∈ �1, n�, we just accumulate the
point Pi in bucket number ai, j . Then, once all the buckets
are filled, for each Mj , we obtain 2w−1 sums S1, . . . , S2w−1

by adding the points that are in the same bucket, and we just
have to compute S1+2S2+3S3+· · ·+(2w − 1) S2w−1 to get
the value of Mj . As the scalars are ordered, we can calculate
this sum efficiently using only 2(2w − 2) additions.

S2w−1 + (S2w−1 + S2w−2) + · · · +
(S2w−1 + S2w−2 + · · · + S2 + S1)
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Example 2 Always with w = 3, let’s take an arbitrary exam-
ple with Mj = 2P1 +6P2 + P3 +7P4 +6P5 +2P6 +6P7 +
3P8 + 4P9 + 5P10 + P11 + 3P12 + 3P13.

• Initialise 2w−1 = 7 empty buckets with points at infinity
and accumulate the points Pi into the bucket correspond-
ing to the scalar which multiplies Pi .

P13 P7
+ +

P11 P6 P12 P5
+ + + +
P3 P1 P8 P9 P10 P2 P4

buckets: 1 2 3 4 5 6 7

Sum: S1 S2 S3 S4 S5 S6 S7

• Combine the buckets to compute Mj = 2P1 + 6P2 +
P3 + · · · :

S7
+ S7 + S6

...
...

+ S7 + S6 + · · · + S3 + S2
+ S7 + S6 + · · · + S3 + S2 + S1

Mj = 7S7︸︷︷︸
7P4

+ 6S6︸︷︷︸
6P2+6P5+6P7

+ · · · + 3S3︸︷︷︸
3P8+3P12+3P13

+ 2S2︸︷︷︸
2P1+2P6

+ S1︸︷︷︸
P3+P11

With this method, we obtain Mj = 2P1 + 6P2 + P3 + · · ·
using only two additions per line as we reuse the result of the
previous line at each step.

3.2.3 Step 3: Combine the results to obtain the final
outcome

This step is the classicalwayof computing an exponentiation.
The following algorithm combines the small MSMs into the
original one.

n∑

i=1

ai Pi = 2w(· · · (2w(2wM1+M2)+M3) · · ·+M�b/w� (2)

3.2.4 Pseudo-code of Pippenger’s algorithm

Algorithm2presents the naiveway to implement Pippenger’s
algorithm as presented in [32] because it is easier to differen-
tiate the different steps of the method, but in practice, most
people use Algorithm 3 where we only generate one set of
2w − 1 buckets [1, 22, 23].
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Algorithm 2 Naive Pippenger’s algorithm
Require: A scalar vector a = (a1, . . . , an), a point vector P =

(P1, . . . , Pn)
Ensure: R = a1P1 + · · · + an Pn

1: Decompose each scalar ai = (ai,1, ai,2, . . . , ai,�b/w�)

2: S j,k ← 0E , ∀ j ∈ �1,
⌈
b/w

⌉
�, ∀k ∈ �1, 2w − 1� � Initialize the

buckets
3: for i = 1 to n do
4: for j = 1 to

⌈ b
w

⌉
do

5: if ai, j �= 0 then � ai, j is the j-th chunk of scalar ai
6: S j,ai, j ← S j,ai, j + Pi � Accumulate the points in the

buckets
7: end if
8: end for
9: end for

10: Mj ← 0E ∀ j ∈ �1,
⌈
b/w

⌉
�

11: for j = 1 to
⌈ b
w

⌉
do

12: T ← 0E
13: for k = 2w − 1 down to 1 do � Combine the buckets to

compute the Mj
14: T ← T + S j,k � T corresponds to one row in the addition

shown in example 2
15: Mj ← Mj + T
16: end for
17: end for

18: R = M1
19: for j = 2 to

⌈
b/w

⌉
do � Calculate the outcome by combining the

Mj
20: R ← 2wR + Mj
21: end for
22: return R
23:

Algorithm 3 Preferred implementation of Pippenger’s algo-
rithm
Require: a = (a1, . . . , an), P = (P1, . . . , Pn), the window w

Ensure: R = a1P1 + · · · + an Pn
1: R ← 0E
2: for j = 1 to

⌈
b/w

⌉
do

3: R ← 2wR
4: Sr ← 0E , ∀r ∈ �1, 2w − 1�
5: for i = 1 to n do
6: Sai, j ← Sai, j + Pi � Add Pi in the bucket number ai, j
7: end for
8: T ← 0E
9: for m = 2w − 1 down to 1 do
10: T ← T + Sm
11: R ← R + T
12: end for
13: end for
14: return R

3.2.5 Computational complexity of Pippenger’s algorithm

• step 1: Negligible.
• step 2: For one Tj , we use n− (2w − 1)MADD to com-

pute the Si and 2(2w−2)ADD to compute Tj from the Si .
Aswe have

⌈ b
w

⌉
Tj , step 2 requires in total 2(2w−2)

⌈ b
w

⌉

ADD and (n − (2w − 1))
⌈ b
w

⌉
MADD.

• step 3:
⌈ b
w

⌉−1ADD and
(⌈ b

w

⌉ − 1
)
wDBL to calculate

the final outcome.

Total:
⌈ b
w

⌉ (
2w+1 − 3

) − 1 ADD,
⌈ b
w

⌉
(n − (2w − 1)) MADD,

(⌈ b
w

⌉ − 1
)
w DBL.

3.2.6 Signed-digit version of Pippenger’s algorithm

An interesting optimization of Pippenger’s algorithm is the
signed-digit version. Instead of using the classical binary
form for the scalar representation, we use a Non-Adjacent
Form (NAF) decomposition. If we write the scalars ai, j in
the set �−2w−1, 2w−1 − 1�, we can reduce the number of
buckets by half doing that because computing −Pi is free:{
If ai, j > 0, we add Pi in the bucket Sai, j
If ai, j ≤ 0, we add − Pi in the bucket S|ai, j |
Since we have reduced the number of buckets by half,

we now have fewer additions
(⌈ b

w

⌉
(2w − 3) − 1

)
and more

mixed additions
(⌈ b

w

⌉ (
n − (

2w−1 − 1
)))

, which are much
less costly, thus reducing the overall complexity of the algo-
rithm. Furthermore, by reducing the number of buckets by
half, we also save a lot of memory.

4 Optimization of MSM on
memory-constrained devices

In cryptographic computations, especiallywhen dealingwith
zk-SNARKs, memory management plays a crucial role. Pip-
penger’s algorithm can require a large amount of memory
when working with a large number of points. Thus, efficient
memory usage is often a necessity when zk-SNARKs are
implemented on devices with limited storage, such as mobile
devices or embedded systems. Given that Pippenger’s algo-
rithm involves the accumulation of points in various buckets
during the MSM process, the amount of memory required
can grow significantly with the size of n. This can lead to
bottlenecks or even make it infeasible to run such operations
on memory-constrained devices.

First, we need to store the points P1, . . . , Pn ∈ G and the n
scalars a1, . . . , an ∈ Fq . Furthermore, each point is stored in
decompressed affine coordinates, so it is represented by two
elements of Fp, and each scalar is an element of Fq . As we
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said in Subsection 2.1, we work on BLS12-381, then to store
a single element of Fp, 381 bits are required, which equals
48 bytes. Therefore, to store a single point inG, 96 bytes are
needed. For a scalar in Fq , 255 bits are needed, which equals
32 bytes. In summary, whether it is our proposed algorithm
4 or Pippenger’s algorithm, 128 × n bytes are required to
store the points and scalars. For clarity, we assume that these
elements are stored externally, and the results we present
account only for the memory required by the algorithm
itself.

All operation results such as the sums Sr in the buckets
are in projective coordinates, so we need 3 field elements
to represent them. If we want to optimize the computational
complexity,we coulduse another representation system, such
as extended coordinates (on twisted Edwards curves) that
have a lowest cost for the operations on the curve, but it
would increase the memory usage (4 field elements instead
of 3). As we said in section 1.2, we also tested our algorithm
with extended coordinates on twisted Edwards curves and
obtained very similar results.

In Section 4.1, we propose a variant of Pippenger’s algo-
rithm to optimize MSM on devices with limited memory.
We also created a signed version of this algorithm which
works exactly the same way but is, of course, more efficient.
We omit the details here, since the adaptation to the signed
method is similar to Subsection 3.2.6. First, let us examine the
storage requirements for Pippenger’s algorithm. They need
to store 2w − 1 resulting points (the sums in the buckets)
and two others for T and R. Moreover, they need 3 field
elements to represent one point in projective coordinates, so
144 bytes to store one resulting point. In total, they have to
use 144 × (2w + 1) bytes of memory to perform an MSM
with n points of BLS12-381. As n increases, the optimal
window size w also grows, leading to higher memory con-
sumption. This is exactly what we want to avoid with our
variant.

4.1 Balanced variant with an adapted number of
buckets

We present an algorithm inspired by Algorithm 3 that works
faster than Pippenger’s algorithm when it cannot choose the
optimal window because of memory limitations. When we
refer to the optimal window w, we mean the choice of w
that minimizes the computational complexity of Pippenger’s
algorithm, assuming no memory limitations. This optimal
window is chosen by testing the different window values
and selecting the most efficient one. We can approximate the
value of woptimal by calculating it using the computational

Table 1 Evolution of woptimal in function of n in Pippenger’s algo-
rithm for computing an MSM on BLS12-381 with points in projective
coordinates

n 23 24 25 26 27 28 29 210 211 212

woptimal 2 3 3 4 5 6 7 8 8 9

n 213 214 215 216 217 218 219 220 221 222

woptimal 10 11 12 13 13 15 15 15 17 17

complexity formula, but it may differ from the real value.
However, we can use this approximation to only test 3 values
(calculated woptimal ± 1) and this is actually, the best way
to select the right woptimal [22, 23]. This step of finding
the optimal window size can be performed offline before
computing theMSM.We give thewoptimal values depending
on n obtained in our tests in Table 1.

In our algorithm, instead of using 2w −1 buckets, we will
choose a specific number of buckets d, depending on the
available memory (we choose d as large as we can). For a
fixed memory, d can be calculated as follows:

d =
⌊

Available memory in bytes

Memory to store one resulting point

⌋

− 2

In BLS12 − 381, the necessary memory to store one bucket
is equal to 3 × 48 = 144 bytes, so the formula is becomes:
d = 
Available memory in bytes

144 � − 2. It is exactly the maximum
number of buckets we can store minus 2 because we have to
keep some memory for T and R. Thus, instead of initializing
2w−1 buckets for each instanceMj , wewill now use d buck-
ets to accumulate the points. First, we accumulate the points
Pi that are multiplied by 2w − 1− d < ai ≤ 2w − 1 in the d
buckets (corresponding to the buckets B2w−1−d , . . . , B2w−1)
and calculate the sums S j . Then we add the sums S j to T and
add T to R (see Algorithm 4). Finally, we empty the buckets
and reuse them to accumulate the points that are multiplied
by 2w − 1 − 2d < ai ≤ 2w − 1 − d, calculate the corre-
sponding sums S j etc. We repeat this process until we have
used all the points.

The evolution of parameter d in AdaptiveSetBucket is
similar to that of 2w − 1 in Pippenger’s algorithm. Indeed,
until d reaches 2woptimal − 1, the increasing of d leads to
a reduction of the number of CPU cycles. We can observe
this phenomenon on Figure 2 (the evolution of memory cor-
responds to the evolution of d). Starting from 2woptimal − 1,
increasing d no longer really has an effect andwill not funda-
mentally change the complexity. Therefore, it makes sense to
fix d to 2woptimal −1, as changing it will not have a significant
impact.
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Fig. 1 Complexity comparison between Pippenger’s algorithm and
AdaptiveSetBucket on the calculation of an MSM with 29 points,
depending on the available memory

Algorithm 4 AdaptiveSetBucket
Require: a = (a1, . . . , an), P = (P1, . . . , Pn), the window w, the

number of buckets d
Ensure: R = a1P1 + · · · + an Pn
1: R ← 0E
2: for j = 1 to

⌈
b/w

⌉
do

3: R ← 2wR
4: T ← 0E
5: for k1 = 2w − 1 down to 1 with step −d do
6: k0 ← max(1, k1 − d + 1)
7: Sr ← 0E , ∀r ∈ �1, d� � Initialize d buckets instead of 2w − 1
8: for i = 1 to n do
9: if k0 ≤ ai, j ≤ k1 then
10: Sai, j−k0 ← Sai, j−k0 + Pi
11: end if
12: end for
13: for i = k1 to k0 with step −1 do
14: T ← T + Si−k0
15: R ← R + T
16: end for
17: end for
18: end for
19: return R

Using this method, we need to store d+2 resulting points
(d points for the d buckets) and two others for T and R.
Furthermore, we can always select the best window for our
algorithm because the window value is independent from
the number of buckets (and thus, not impacted by memory
limitations). Let see in Example 3 why we have better results
using our algorithm instead of Pippenger’s one, on a limited
memory device.

Example 3 In this example, the goal is to compute an MSM
onBLS12-381with 213 points on a device with a small mem-
ory of 15 KB. Normally, the optimal window size for this
number of points is w = 10 (verified experimentally), but
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Fig. 2 Complexity comparison between Pippenger’s algorithm and
AdaptiveSetBucket on the calculation of an MSM with 213 points,
depending on the available memory

in this case, it is not possible to use this window because
it would require storing 210 − 1 buckets which consumes
approximately 147.32 KB > 15 KB. w = 9, w = 8 and
w = 7 do not work for the same reason. Thus, it is necessary
to use w = 6 (To store 26 − 1 buckets, this requires approx-
imately 9.08 KB < 15 KB) to perform this MSM. On the
other hand, our algorithm do not have to limit its choice to
26 − 1 = 63 buckets, it will choose the highest d possible,
which is d = 104 buckets in this case (it requires 14.98 KB
< 15 KB). By doing that, it optimizes the available storage
and reduces its computational complexity as we can see in
the line 2 of Table 2.

AdaptiveSetBucket has nearly the same computational
complexity formula than Pippenger’s algorithm, except that
2w − 1 is replaced by d and the window wadaptive is
always greater or equal than wPippenger . The only thing
that could be a problem is that we do many more compar-
isons than in Pippenger’s algorithm. Specifically, we make
2n ×�b/w�× �(2w − 1)/d� comparisons. However, we can
observe experimentally in the next part that it is not very
important in comparison to our gain.

4.2 Experimental results

Our algorithm is implemented in the C programming lan-
guage, and all experiments were performed on a Dell Inc.
OptiPlex 7450 AIO running Ubuntu 24.04.3 LTS. It is
equipped with an Intel Core i5-7500× 4 CPU and 16 GB of
RAM. We use the baseline implementation provided by the
RELIC toolkit [2], to compare Algorithm 3 with Algorithm
4. For comparisons, we first fix the number of MSM points
and generate them randomly. For Pippenger’s algorithm,
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Table 2 Parameters, memory
and average CPU cycles for an
MSM with 213 points

Memory in KB Algorithm w Number of Average CPU Percentage
buckets d cycles gain

9 Pippenger 5 25 − 1 = 31 274039 ≈ 26.70%

AdaptiveSetBucket 8 61 200871

15 Pippenger 6 26 − 1 = 63 234968 ≈ 19.91%

AdaptiveSetBucket 9 104 188185

20 Pippenger 7 27 − 1 = 127 205245 ≈ 10.35%

AdaptiveSetBucket 9 140 184000

35 Pippenger 7 27 − 1 = 127 205245 ≈ 13.50%

AdaptiveSetBucket 10 246 177541

50 Pippenger 8 28 − 1 = 255 181672 ≈ 5.81%

AdaptiveSetBucket 10 353 171115

70 Pippenger 8 28 − 1 = 256 181672 ≈ 6.17%

AdaptiveSetBucket 10 495 170468

100 Pippenger 9 29 − 1 = 511 169744 ≈ 1.67%

AdaptiveSetBucket 10 709 166913

140 Pippenger 9 29 − 1 = 511 169744 ≈ 2.45%

AdaptiveSetBucket 10 993 165584

175 Pippenger 10 210 − 1 = 1023 162334 ≈ −0.02%

AdaptiveSetBucket 10 1023 162359

we execute the procedure 30 times for each window size
2 < w ≤ woptimal , using freshly generated random scalars
in every iteration. We then calculate the average number of
CPU cycles per window size. For the AdaptiveSetBucket
algorithm, we follow a similar methodology: the algorithm
is executed 30 times for each bucket size, with the same ran-
domly generated scalars than in Pippenger’s algorithm. The
average CPU cycle count is also recorded. The number of
buckets is gradually increased, starting from 4. Specifically,
we increase by 1 up to 256, by 2 up to 512, by 3 up to 1024,
etc., until we reach 2woptimal+1, where woptimal denotes the
optimal window size for AdaptiveSetBucket. Once the mem-
ory is not a limitation,we could also take the same parameters
than in Pippenger’s algorithm and it would work exactly the
same way.

Each set of experiments is repeated twice for both algo-
rithms and, in order to reduce fluctuations due to machine-
level variability, we report the minimum values obtained
across the two runs. The comparison graphs below presents
the results for MSMs with 29 and 213 input points, but we
have similar results for MSMs with 210, 211, 212 and 214

points.

Remark 2 We also compared the two algorithms on anMSM
of size 218 points and obtained similar results. But instead of
30 times, we ran AdaptiveSetBucket 5 times for each execu-
tion, and we tried only 28 different numbers of buckets (2 for
eachwindow inPippenger’s algorithm, from2 to 15. 15 being
the optimal window to calculate anMSMof 218 points). Both

algorithms perform equally well when memory is not lim-
ited. In contrast, if we consider a memory limited to 32KB,
our algorithm performs 10% faster.

As we can see in the following figures, when sufficient
memory is available for Pippenger’s algorithm to select its
optimal window, our approach achieves comparable perfor-
mance. Nevertheless, under memory constraints, our method
clearly outperforms Pippenger’s algorithm.

By looking at Table 1, we can observe that by increasing
the number of points n in the MSM, the size of the optimal
window increases too. Moreover, the number of operations
increases drastically when the size of n increases (n being
the most important number in the complexity formula). If
we now look at Figures 1 and 2 , we can observe that for a
fixed number of points in theMSM, asmemory increases, the
number of operations required for the operation of Pippenger
and AdaptiveSetBucket decreases, until it reaches its mini-
mum when memory is no longer a constraint for choosing
the window w.

For instance, considering anMSMwith 213 points, we can
observe on Figure 2 that between ≈ 144 KB and ≈ 290 KB,
AdaptiveSetBucket and Pippenger’s algorithm have a very
similar efficiency because they both use the same window
w and approximately the same number of buckets. Indeed,
the optimal window for Pippenger’s algorithm in this case
is w = 10. It corresponds to a required memory of at least
147.6KB (144× (210+1) bytes). Thus, from 147.6KB, both
algorithm will use approximately the same number of buck-
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ets (the optimal one). On the other side, if the memory is
limited, for instance, between 19KB and 35KB, Pippenger’s
algorithm selectsw = 7 and thus uses 27 − 1 = 127 buckets
(it cannot choose a higher window because it would require
toomuchmemory for the buckets. For examplew = 8would
require 144 × (28 + 1) bytes ≈ 37.01KB.). On the other
hand,AdaptiveSetBucket has amore subtle approach and can
adapt its number of buckets, from 127 buckets (which require
≈ 18.29KB) to 246 buckets (which require ≈ 35.28KB)
depending on the available memory. More specifically, if we
now use a device with a memory of 15 KB, we have a gain of
20% compared to Pippenger’s algorithm thanks to the adap-
tation of the number of buckets and the fact that we can select
a higher window without increasing the required storage.

In Table 2, we present some results obtained while com-
puting anMSM of size 213. For a fixed memory (represented
inKilobytes), we compare the efficiency of Pippenger’s algo-
rithmwith our AdaptiveSetBucket algorithm by counting the
average number of CPU cycles in each algorithm over 30
iterations. We also show the number of buckets used in each
algorithm andwhich windoww is chosen.We can notice that
the window in AdaptiveSetBucket is always greater or equal
than Pippenger’s one. As we can see in the last row, for a
fixed memory of 175 KB, Pippenger’s algorithm is no longer
limited by the memory to select its optimal window. In this
case, AdaptiveSetBucket could be a bit less efficient than
Pippenger’s algorithm for some tests. But it depends, some-
times we have better values than Pippenger’s algorithm, even
if the memory is no longer a constraint. These small differ-
ences depend on the tests, and are never greater than 1%. If
we want to avoid them, we just have to fix the number of
buckets to 2woptimal when memory is no longer a constraint.
By doing that, AdaptiveSetBucket works exactly the same
way as Pippenger’s algorithm, and has the same complexity.

5 Conclusion

In this paper, we introduced AdaptiveSetBucket, an efficient
variant of Pippenger’s algorithm for Multi-scalar Multipli-
cation tailored for memory-constrained devices. The central
idea is to choose the number of buckets d based on avail-
able memory, instead of the fixed 2w − 1 buckets used in
Pippenger’s algorithm. This algorithm leads to better uti-
lization of the memory footprint and, thus, higher overall
performance.

The next step would be to try to use this algorithm to
compute large MSMs on devices with limited memory, for
example during Groth16 proof generation. Furthermore it
could be interesting to test our algorithm with parallelization
methods because it seems to be totally compatible with this
kind of optimization.
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